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sandbrook Nursery Schoo)

Mission Statement

As a school we wish to uphold a positive image with all stakeholders; pupils, staff, parents, governors
and community members. (For the purposes of this policy, the aforementioned individuals will be
referred to collectively as 'school community members’) We strive at all times fo create an
environment where there is mutual respect, where each person is valued as an individual and pastoral
care is an integral part of education. Each pupil will be encouraged to fulfil his or her moral,

intellectual, spiritual, physical, social, aesthetic and emotional potential.

Use of ICT allows all pupils to gain confidence and ability in an ever-changing society and

prepares them for the challenge of a rapidly developing and evolving technological world.

e To provide opportunities to enable all our school community members to be confident,
competent and independent users of ICT.

e To provide an environment where access to ICT resources is natural and commonplace.
e Toensure ICT has a fundamental role in developing and enhancing our school's key learning aims
in promoting the pupils’ educational, physical and social needs.

o ICT encourages our staff and pupils to work collaboratively.

Social Networking
Social networking is everywhere. It is common to find parents, children, co-workers and others on such

sites. Examples of these sites include, Facebook, X (Twitter), LinkedIn, YouTube, Instagram, Tik Tok,
Snapchat, WhatsApp etc. Social networks allow people across the world have access to tools and
options that were previously non-existent. However, there are now just as many new opportunities to

connect as there are to get into potential danger. One thing we often forget while having fun on social
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networks is that almost anybody can see what we are doing. While we are tagging photos of our friends
or are posting comments to them, it can be easy to forget that someone else who has been invited onto
a social networking site can also view them. Often there is a minimal amount of control over who

ultimately gets fo see our post.

Once something appears on the Internet, it's almost impossible to remove. As these sites continue
to grow in popularity, so too does the value of the information on them to parties other than those
directly involved. Social networking users need to take a step back and think about just what they

are posting onto the Internet as it can have serious ramifications.

This policy serves to convey the guidelines which members of our school community should operate
within. We recognise that as a school we hold no jurisdiction in policing social media platforms, but

urge the whole school community to work collaboratively to communicate appropriately.

As educators, we believe that the partnership of parent and school is infrinsic to realising the best
educational outcomes for our pupils. This policy outlines the context of social media and the
responsibilities that staff and parents have in role- modelling effective and safe communication on

social media.

Responsibilities of Staff

People who work with children and young people should always maintain appropriate professional

boundaries, avoid improper contact or relationships and respect their position of trust.

Individuals, who work with children and young people, should be extremely careful in corresponding
with people on social networking sites. Staff relationships with children and young people should, at all
times, remain professional and they should not correspond with children and young people through
such sites or add them as ‘friends'. It is worth bearing in mind that, on such sites, an inappropriate or
even misconstrued communication may have the potential to impact upon their careers, or even result
in criminal investigation.

In addition, staff should bear in mind who may access their own profiles on such websites. Staff
should therefore take care as to the information they display about themselves, their personal lives
and should not make any reference to school or individuals within it. They should not disclose on their
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online profile, ‘where they work’, and at no time should they post anything of a
lewd/explicit/racist/discriminatory etc. nature or any other action which is capable of bringing
the school into disrepute.

They should also ensure that they have installed, and are using, the highest level of privacy settings.

Individuals, who work with children and young people, should not make, view or access illegal or

inappropriate images of children.

Individuals who work with children and young people and others, with whom they may be in a position of
trust, should exercise caution when using social networking sites and avoid inappropriate communication

of any kind.

Staff should not post any images of employees, children, governors or anyone directly connected with
the school whilst engaged in school activities without prior permission from the Principal. Before
posting any images of school community members taken at events not related to school, for example

at social events, permission should be directly sought from the parties involved.

Responsibilities of Parents/Guardians

Parents and Guardians will be made aware of their responsibilities regarding their use of social
networking by the school. They will receive a copy of this policy, distributed each academic year.
The policy will not only confirm their responsibilities but also make them aware that they should

notify the school in writing, should they disagree with its content.

Methods of school communication include Sthe prospectus, the website, newsletters, Facebook,
Teachers2parents, letters, emails, verbal discussion. Pictures taken of pupils within the school
setting/at school events should not be posted on social networking sites without parents’' permission.
Before posting any images of school community members, taken at events, not related to school, for

example at social events, permission should be directly sought from the parties involved.

Complaints made in public through social media are detrimental and could be damaging to the school

community and as such are not beneficial to the children. Parents/carers should bear this in mind
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before publishing such complaints online. Any complaints, should they arise, should be pursued through
the appropriate channels by making contact with the member of staff involved or the Principal. A
meeting can then be arranged at a mutually convenient time to bring about a resolution to the issue.
Parents/Carers should also be aware that defamatory comments are unlawful and may result in legal

action.

Education of Parents and Wider Community

As a school, we are committed to sharing resources and advice regarding online safety via our school

website when appropriate.

Guidance/Protection for Pupils and Staff on using Social Networkin

Any breaches of this policy will be fully investigated. Where it is found that there has been a
breach of policy this may result in action being taken under the EANI Disciplinary Procedures. A
breach of this policy will be considered to be a serious disciplinary offence which is also contrary to

the school's ethos and principles.

The Board of Governors will take appropriate action in order to protect the school’s reputation and
that of its staff, parents, Governors, children and anyone else directly linked with Sandbrook

Nursery School.

Reviewed January 24



Created: September 2020 Reviewed: Jan 24

Appendix 1 Advice from Department of Education
General advice to everyone:

o Don't share personal information or images with people you don't know.

« Don't accept friend requests with someone you don't know - not everyone online may be who they
say theyare.

e Set privacy settings on all devices so that only people you know can view your account.

o Don't post anything online that you are not happy to be shared, particularly inappropriate
images or videos. It may seem like a bit of fun with friends at the time but there is always a
chance those images could be sharedor get into the wrong hands and could lead to harmful
situations such as stalking, abuse or blackmail.

« If someone has made you feel uncomfortable or you have had disturbing interaction online,
tell police or a trusted adult. You can ring the police on 101 or for help and advice ring
Childline on 0800 1111 or Lifeline on 0808 808 8000.

o The internet can be a great place but it is important to remember there are people out there
who may wish to abuse, exploit, intimidate or bully you online - if this happens to you, tell
someone immediately.

e Remember that if things do go wrong online, there are people who can help.

o If you receive any inappropriate images or links, it is important that you do not forward it to
anyone else.Contact police or tell a trusted adult immediately. By doing this you could help
prevent further such incidents. You will not get info trouble.

General advice to parents:

e The most important thing is o have conversations with your children - talk to them about
the benefits and dangers of the internet so that you can empower them to use the
internet safely.

e Cultivate an interest in their online activities - their favourite websites, online games and
interests and keep an eye on what they are doing online.

o Don't be afraid to ask your children who they are talking to online and what they are talking
about and remind them how important it is to tell a trusted adult if something happens online
that makes them feeluncomfortable or worried because there are people who can help.

e Become a 'net-savvy' parent - the best safeguard against online dangers is being informed.

Jump in and learn the basics of the Internet - read articles, take a class, and talk to other
parents. You don't have to be an expert to have a handle on your child's online world.
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e Go to https://www.getsafeonline.org/ for lots of useful advice and information on
how to stay safeonline, https://www.safeguardingni.org/ will also provide
information for parents and carers on e-safety.

Appendix 2

Model letter to parent/ guardian regarding offensive or threatening comments posted on social media

Dear (parent/carer name(s)),

It has been drawn to my attention that you have recently made comments online on Facebook or
other site relating to an event or events you believe to have taken place in this school. I enclose
a screenshot of the material in question, which you note has been signed and dated.

I am disappointed that you have chosen to use this particular medium to express these views,
rather thanarranging anappointment to discuss the matter withmein confidence or putting
the matter in writing. The school has a readily available complaints procedure and I enclose
details of this.

I must express grave concern about the tone of comments made and their abusive and threatening
nature.

It is highly advisable that we should meet to discuss this matter in an open and constructive
manner and I invite you fo contact me at your earliest convenience to arrange an appointment. My
colleague (insert name and role) will be present to act as note-taker and you may also wish to be
accompanied by a family member or friend. I must emphasise, however that the conversation will
remain confidential between you and me.

I am sure I do not heed to stress that we will only be able to achieve a successful outcome if we
approach this meeting in a constructive manner, resolving not to resort to the language seen
online. [amend as appropriate]

I look forward to meeting with you to achieve a mutually acceptable resolution of this situation.

Yours sincerely,

Name
Role
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Appendix 3 General Advice and Guidance for Students/Volunteers

Sandbrook Nursery recognises that volunteers and students may be regular users of social media and has
no intention to curtail their use of it beyond reasonable requests to adhere to Safeguarding regulations
and professionalism.

It is also recognised that such individuals may not have the training on Safeguarding that an employee
has, so the following brief guidelines are provided.

e Remember that nothing you put onto social media can be considered fully private, no matter how
strong your privacy settings are.

* Do not state on social media where you will be volunteering/on placement

e Do not discuss Sandbrook Nursery School in any way on social media; this includes the organisation,
its location, its policies and practices, its staff/committee members, its children and its
parents/carers. This rule continues to apply after you have finished your volunteering/work
experience and exists to ensure appropriate confidentiality and professionalism can be maintained by
the organisation and its staff in relation to how it is presented publicly (see Confidentially Policy)

o If you become aware of any discussion taking place on social media about Sandbrook Nursery do
not enter into it. However, if anything about the discussion gives you cause for concern then it should

be reported to the Principal.

o It is advised that you do not attempt to establish any relationships with parents/carers of the
children at Sandbrook on social media during the course of your volunteering/work experience.

e The only exception that will be allowed to this rule is if you have an existing social media
relationship with a parents/carer before you began your role in Sandbrook Nursery

e All relationships with parents/carers should be declared to the Principal

e Camera phones are not to be used in school (see Mobile Phone Policy). If you are asked to take
photographs of children then they must only be taken using the ipad that belongs to nursery.
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